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1. Intr oduction

Wirelessdevicesareoftenconnectedby low bandwidthand
low capacitynetworks.While mobileusersrarelyconsider
runningnetwork file systemson wirelessdevices,asper-
formancemaybeunacceptable,efficient remotefile access
would bedesirablein many situations.Thispaperpresents
LBFS, a network file systemdesignedfor low bandwidth
networks. LBFS exploits similaritiesbetweenfiles or ver-
sionsof the samefile to save bandwidth. It avoids send-
ing dataover thenetwork whenthesamedatacanalready
be found in the server’s file systemor the client’s cache.
Using this technique,LBFS achievesup to two ordersof
magnitudereductionin bandwidthutilization on common
workloads,comparedto traditionalnetwork file systems.

LBFS provides close-to-open consistency like AFS
(Howardetal.,1988).Filesresidesafelyontheserveronce
closed,andclientsseetheserver’s latestversionwhenthey
openafile. Consequently, LBFScanreasonablybeusedin
placeof othernetwork file systemswithout breakingsoft-
wareor disturbingusers.

2. Design

To save communication,LBFS usesa large,persistentfile
cacheat theclient. We designedLBFS undertheassump-
tion thatclientswill have enoughcacheto containa user’s
entireworking setof files (a reasonableassumptiongiven
today’sstoragetechnology).With suchaggressivecaching,
most client/server communicationis for the purposeof
maintainingconsistency.

LBFS reducesbandwidthrequirementsconsiderablyfur-
ther, by exploiting cross-filesimilarities. It takes advan-
tageof thefactthatthesamechunksof dataoftenappearin
multiple files or multiple versionsof thesamefile. Exam-
plesrangefrom “auto-save” files generatedby editors,to
smallmodificationsof largefiles madeby users,to object
files outputby compilersafter small sourcechanges.The
LBFS server indexes the file system,including recently-

deletedfiles, to be able to find chunksof datafrom their
hashvalues.TheLBFSclientsimilarly indexesa largeper-
sistentfile cache.WhenLBFSmusttransfera file between
the client andserver, it recognizeschunksof datathe re-
cipientalreadyhasin otherfiles andavoids sendingthose
chunksover the network. The target file is recreatedby
usingchunksof thefile systemandclient cache.

For the remainderof this section,we describethe LBFS
protocolandits useof indexes.

2.1 Indexing

In orderto usechunksfrom multiple files on therecipient,
LBFS considersonly non-overlappingchunksof files and
avoidssensitivity to shifting file offsetsby usingvariable-
size chunks. LBFS baseschunk boundarieson file con-
tents,ratherthanon positionwithin a file. Thus,insertions
anddeletionsonly affect the surroundingchunks.Similar
techniqueshave beenusedsuccessfullyin the pastto seg-
mentfiles for thepurposesof detectingunauthorizedcopy-
ing (Brin et al., 1995).

LBFS usesRabinfingerprints(Rabin,1981)to determine
chunkboundariesin a file. A Rabinfingerprintof a data
chunk is computedby performinga polynomial modulo
of thechunkwith a predeterminedirreduciblepolynomial.
LBFScomputesaRabinfingerprintonevery(overlapping)
48 bytesof a file. Whenthe low-order13 bits of the fin-
gerprint equala constantvalue, the bytesproducingthat
fingerprint constitutethe end of a chunk, called a break-
point. Rabinfingerprintsareefficientto computeonamov-
ing window in a file, making it easyfor LBFS to incre-
mentally scananddivide up files. Sincethe breakpoints
are set accordingto the value of 13-bit fingerprints,as-
sumingrandomdata, the expectedchunk size shouldbe���������
	���������

bytes, plus the size of the break-
point window (48 bytes). To avoid pathologicalcases,
LBFSimposesaminimumandmaximumchunksizeof 2K
and64K, respectively. Suchartificial suppressionandcre-
ationof breakpointscandisruptthesynchronizationof file
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chunksbetweenversionsof afile. Therisk, if thisoccurs,is
thatLBFS will performno betterthananordinaryfile sys-
tem.Fortunately, synchronizationproblemstypically result
from stylizedfiles—for instancea few repeatedsequences
noneof whichhasabreakpoint—andsuchfilesdowell un-
derconventionalcompression.Sinceall LBFS RPCtraffic
getsconventionallycompressed,pathologicalcasesdo not
necessarilytranslateinto slow file access.

The LBFS client indexeschunksof all the files it hasin
cache. It indexes the chunksusing 63-bit Rabin finger-
prints. A B-treestoresmappingsfrom fingerprintto cache
file, offset,andchunksize.Similarly, theserver maintains
aB-treemappingfingerprintsto filesin thefile system,off-
sets,andchunksizes. The client andserver usethe same
setof polynomialsto createchunkindexes.

Rabin fingerprintshave a low but non-negligible proba-
bility of collision. Thus, we use a cryptographichash,
SHA-1, to verify thevalidity of datachunkwhena finger-
print matchesarefound.We choseto index by fingerprints
(ratherthanSHA-1 hashes)for two reasons.First, Rabin
fingerprintsare cheaperto computeandsmallerto store.
Second,wewouldenduprecomputingSHA-1at thetimea
chunkis usedanyway, becauseLBFSallowsthefile system
andchunkdatabaseto beoutof sync.This laxnesspermits
a file systemservedby LBFS to beupdatedlocally behind
theserver’s back. It alsosavestheserver from performing
expensive synchronousdisk operationsout of concernfor
thedatabase’scrashrecovery.

2.2 Protocol

TheLBFS protocolis built on top of NFSversion3. Four
new RPCsareintroduced:GETFP, MKTMPFILE, COND-
WRITE, andCOMMITTMP.

The LBFS client currently performswhole file caching.
When the user opens a file, if the file is not in the
local cache or the cachedversion is not up to date,
the client issuesa GETFP RPC to requesta vector of���
��������������� �!�"�#%$'& 	)(
*,+�( ! + �.-��0/

triples. The client can
look upthefingerprintsin its chunkindex, verify thecorre-
spondingchunksusingtheSHA-1hash,and,if they match,
avoid transferringthedata.SeveralGETFPrequestscanbe
issuedto covera largefile.

Whentransferringadirty file to theserver, theclient issues
a MKTMPFILE RPC.Theserver replieswith a temporary
file handle.This stepis essentialfor two reasons.First is
to guaranteethat the reconstructionof thedirty file on the
server side is atomic. Atomic updateslimit the potential
damageof simultaneouswrites. Second,andmoreimpor-
tantly, the previousversionof a file will often have many
chunksin commonwith thecurrentversion.Usinga tem-
poraryfile allows LBFS to utilize thosechunks. To write

contentto the temp file handle,the client issuesCOND-
WRITE RPCs,which aresimilar to NFS3WRITE RPCs,
except that, for eachRPCs,the argumentscontaina fin-
gerprintandSHA-1 hashratherthanthe actualdatato be
written. If theservercannotfind thechunk,CONDWRITE
returnsthe specialerror codeFPRINTNOTFOUND. The
clientwill thenissueanormalWRITE RPCwith theactual
data.Finally, theCOMMITTMP RPCcommitsthetempo-
raryfile by copying its contentsto theoriginal file.

3. Implementation

Both the client andserver are implementedat user-level.
TheLBFS client is implementedusingxfs, a device driver
bundledwith theARLA (Westerlund& Danielsson,1998)
file system.On theserver side,theLBFS server is imple-
mentedusing NFS. It pretendsto be an NFS client, ef-
fectively translatingLBFS requestsinto NFS. The client
andservercommunicateoveraTCPconnection,usingSun
RPC.We extendedan existing RPC library to compress,
authenticateandencryptthestreamof RPCtraffic between
clientandserver.

4. Evaluation

We ran several experimentswith LBFS. Under common
operationssuchasediting documentsandcompiling soft-
ware,LBFS canconsumeup to two ordersof magnitude
lessbandwidththanthepopularNFSfile system.In mea-
suring the endto endapplicationperformance,NFS runs
much slower over 2 Mbit/sec WaveLan comparedto 11
Mbit/secmode. LBFS’s performance,however, is almost
identicalover thelow andhigh-bandwidthlinks.
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