A Low-bandwidth Network File System

Athicha Muthitachar oen
Benjie Chen

ATHICHA@LCS.MIT.EDU
BENJ E@LCS.MIT.EDU

MIT Laboratoryfor ComputerScience200 TechnologySquareCambridgeMA 02139USA

David Mazieres

DM@CS.NYU.EDU

Departmenbf ComputerScienceNew York University, 715Broadway Room708,New York, NY 10003USA

1. Intr oduction

Wirelessdevicesareoftenconnectedby low bandwidthand
low capacitynetworks. While mobileusersrarely consider
running network file systemson wirelessdevices, asper
formancemaybeunacceptablesfficient remotefile access
would be desirablan mary situations.This papermpresents
LBFS, a network file systemdesignedor low bandwidth
networks. LBFS exploits similaritiesbetweerfiles or ver
sionsof the samefile to save bandwidth. It avoids send-
ing dataover the network whenthe samedatacanalready
be found in the sener’s file systemor the client’s cache.
Using this technique LBFS achieresup to two ordersof
magnitudereductionin bandwidthutilization on common
workloads,comparedo traditionalnetwork file systems.

LBFS provides close-to-open consisteng like AFS
(Howardetal., 1988).Filesresidesafelyontheseneronce
closedandclientsseethesener’slatestversionwhenthey

openafile. ConsequenthL BFS canreasonablpeusedin

placeof othernetwork file systemswithout breakingsoft-
wareor disturbingusers.

2.Design

To save communication.BFS usesa large, persistenfile
cacheatthe client. We designed_BFS underthe assump-
tion thatclientswill have enoughcacheto containa users
entireworking setof files (a reasonabl@assumptiorgiven
today'sstorageechnology) With suchaggressie caching,
most client/sener communicationis for the purposeof
maintainingconsisteny.

LBFS reducesbandwidthrequirementsonsiderablyfur-
ther, by exploiting cross-filesimilarities. It takes advan-
tageof thefactthatthe samechunksof dataoftenappeain
multiple files or multiple versionsof the samefile. Exam-
plesrangefrom “auto-sae” files generatedy editors,to
small modificationsof large files madeby users.to object
files outputby compilersafter small sourcechanges.The
LBFS sener indexes the file system,including recently-

deletedfiles, to be ableto find chunksof datafrom their
hashvalues.The LBFS clientsimilarly indexesalargeper

sistentfile cache WhenLBFS musttransferafile between
the client and sener, it recognizehunksof datathe re-

cipientalreadyhasin otherfiles andavoids sendingthose
chunksover the network. The tamet file is recreatedby

usingchunksof thefile systemandclientcache.

For the remainderof this section,we describethe LBFS
protocolandits useof indexes.

2.1 Indexing

In orderto usechunksfrom multiple files on the recipient,
LBFS considersonly non-overlappingchunksof files and
avoids sensitvity to shifting file offsetsby usingvariable-
size chunks. LBFS baseschunk boundarieson file con-
tents,ratherthanon positionwithin afile. Thus,insertions
anddeletionsonly affect the surroundingchunks. Similar
techniqueshave beenusedsuccessfullyin the pastto seg-

mentfiles for the purpose®of detectingunauthorizedopy-

ing (Brin etal., 1995).

LBFS usesRabinfingerprints(Rabin, 1981)to determine
chunkboundariesn afile. A Rabinfingerprintof a data
chunkis computedby performinga polynomial modulo
of the chunkwith a predeterminedreduciblepolynomial.
LBFS computes Rabinfingerprinton every (overlapping)
48 bytesof afile. Whenthe low-order13 bits of the fin-
gerprintequala constantvalue, the bytes producingthat
fingerprint constitutethe end of a chunk, called a break-
point. Rabinfingerprintsareefficientto computeonamov-
ing window in a file, makingit easyfor LBFS to incre-
mentally scanand divide up files. Sincethe breakpoints
are set accordingto the value of 13-bit fingerprints, as-
sumingrandomdata, the expectedchunk size should be
213 = 8192 = 8 K bytes, plus the size of the break-
point window (48 bytes). To avoid pathologicalcases,
LBFSimposesa minimumandmaximumchunksizeof 2K
and64K, respectiely. Suchartificial suppressiomndcre-
ation of breakpointsandisruptthe synchronizatiorof file
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chunkshetweerversionf afile. Therisk, if thisoccursjs
thatLBFS will performno betterthananordinaryfile sys-
tem. Fortunatelysynchronizatiomproblemsypically result
from stylizedfiles—for instancea few repeatedequences
noneof which hasabreakpoint—anduchfiles dowell un-
dercorventionalcompressionSinceall LBFS RPCtraffic
getscorventionallycompressedyathologicalcaseslo not
necessarilyranslatanto slow file access.

The LBFS client indexes chunksof all the files it hasin
cache. It indexesthe chunksusing 63-bit Rabin finger
prints. A B-treestoresmappingsrom fingerprintto cache
file, offset,andchunksize. Similarly, the sener maintains
aB-treemappingdfingerprintsto filesin thefile system off-
sets,andchunksizes. The client andsener usethe same
setof polynomialsto createchunkindexes.

Rabin fingerprintshave a low but non-negligible proba-
bility of collision. Thus, we usea cryptographichash,
SHA-1, to verify thevalidity of datachunkwhena finger
print matchesarefound. We choseto index by fingerprints
(ratherthan SHA-1 hashes¥or two reasons.First, Rabin
fingerprintsare cheaperto computeand smallerto store.
Secondwe wouldenduprecomputingsSHA-1 atthetimea
chunkis usedanyway, becausé& BFS allowsthefile system
andchunkdatabas&o be outof sync. Thislaxnesgpermits
afile systemsenedby LBFS to be updatedocally behind
thesener’s back. It alsosaresthe sener from performing
expensve synchronouslisk operationsout of concernfor
thedatabasescrashrecovery.

2.2 Protocol

The LBFS protocolis built on top of NFS version3. Four
new RPCsareintroduced:GETFR MKTMPFILE, COND-
WRITE, andCOMMITTMP.

The LBFS client currently performswhole file caching.
When the user opensa file, if the file is not in the
local cache or the cachedversion is not up to date,
the client issuesa GETFP RPC to requesta vector of
(fingerprint, SHA-1 hash, size) triples. The client can
look up thefingerprintsin its chunkindex, verify thecorre-
spondingchunksusingthe SHA-1 hashand,if they match,
avoid transferringhedata.Several GETFPrequestsanbe
issuedo coveralargefile.

Whentransferringa dirty file to the sener, theclientissues
aMKTMPFILE RPC.Thesenerreplieswith atemporary
file handle. This stepis essentiafor two reasons First is
to guaranteehat the reconstructiorof the dirty file on the
sener sideis atomic. Atomic updatedimit the potential
damageof simultaneousvrites. Secondandmoreimpor-
tantly, the previous versionof afile will often have mary
chunksin commonwith the currentversion. Usinga tem-
poraryfile allows LBFS to utilize thosechunks. To write

contentto the tempfile handle,the client issuesCOND-
WRITE RPCs,which aresimilar to NFS3WRITE RPCs,
exceptthat, for eachRPCs,the agumentscontaina fin-
gerprintand SHA-1 hashratherthanthe actualdatato be
written. If thesenercannoffind thechunk, CONDWRITE
returnsthe specialerror code FPRINTNOTFOUND. The
clientwill thenissueanormalWRITE RPCwith theactual
data.Finally, the COMMITTMP RPCcommitsthetempo-
rary file by copying its contentgo the originalfile.

3. Implementation

Both the client and sener are implementedat userlevel.
The LBFS clientis implementedisingxfs, a device driver
bundledwith the ARLA (Westerlund& Danielsson1998)
file system.On the sener side,the LBFS sener is imple-
mentedusing NFS. It pretendsto be an NFS client, ef-
fectively translatingLBFS requestsnto NFS. The client
andsenercommunicat@vera TCPconnectionusingSun
RPC. We extendedan existing RPC library to compress,
authenticat@andencryptthe streamof RPCtraffic between
clientandsener.

4. Evaluation

We ran several experimentswith LBFS. Under common
operationssuchasediting documentsand compiling soft-
ware, LBFS canconsumeup to two ordersof magnitude
lessbandwidththanthe popularNFSfile system.In mea-
suringthe endto end applicationperformanceNFS runs
much slower over 2 Mbit/sec WaveLan comparedto 11
Mbit/secmode. LBFS’s performancehowever, is almost
identicaloverthelow andhigh-bandwidtHinks.
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